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Document Changelog

Version

Date

Notes

1.0 2016 The document was created

2.0 2018 The document was updated

3.0 2019 The document was updated

4.0 27.05.9022 Chapters Amazon Web Services, Google Cloud Platform, and
Azure were updated.

5.0 11.11.2022 The Azure chapter, Creafce the Storage Account and Container
section were updated.
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1/ Introduction

This User Manual is intended to provide short guidance when using the Endpoint Protector
Server in Amazon Web Services or Google Cloud Platform.

Important: This document is not intended as a step-by-step guide to creating an AWS or GCP
account. The precondition to already having such accounts in place and understanding the
bases of how these 3rd party services are the responsibility of each Administrator.

e Amazon Web Services - the Endpoint Protector AMI is provided as an Amazon EC2
instance

e Google Cloud Platform - the Endpoint Protector image is provided as a *.tar.gz.

e Azure - the Endpoint Protector image will be uploaded into your account.

Note: For information related to the use of Endpoint Protector — main components, features,
and functionality, please refer to the Endpoint Protector User Manual.
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2. Amazon Web-Services

2.1. Obtain the Endpoint Protector AMI

Endpoint Protector is not generally available in the AWS Marketplace. To have access to the
Amazon Machine Image (AMI), you need to contact your Endpoint Protector Representative
directly or submit a request on our website by providing information such as the AWS Account
no. and Region and Availability Zone.

You will receive a reply from an Endpoint Protector Representative, notifying you when the
Endpoint Protector Amazon Machine Image has been shared with your account.

A. Cloud Service

Request a server

Select your Cloud Service environment

® Amazon Web Services (AWS)
O Google Cloud Platform (GCP)

CIOUd O Microsoft Azure
Services

‘ First Name*

‘ Last Name*

‘ Work Email*

Endpoint Protector can be deployed using various cloud service
providers such as Amazon Web Services (AWS), Microsoft Azure or
Google Cloud Platform (GCP).

‘ Work Phone Number*

‘ AWS Account Number

Note: Having a cloud account (e.g.: AWS, GCP) and understanding how these
third-party services work is the responsibility of each company’s
Administrator.

For more details, please read the Cloud Service User Manual. Request Server

‘ Region and availability zone v
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2.2. Launch the EC2 image

As the Endpoint Protector image has already been shared with you, this process is similar to
any other EC2 launch.

To launch the EC2 image, follow these steps:

1. Go to Services: EC2 and select your region

2. Go to Images: AMIs and select the type of the Private image and search for Endpoint
Protector

]
© ~ »  Amazon Machine Images (AMIs) (1/1) o G ][ Recyctesin_| [ &3 £cz image suitder ] [ ctions v_| [Tl
Private images v | Q 1 ®
Clear fiters

v AMIname v visibily v staus v Creation date v Plattorm v Rootdevicetype v Block devices v Viualizaton v
- . Endpoint Protector 5500 Virtual Appliance _ Private © Avllable@ @ 2022/05/2111:22 GMT*2 Linux/UNix ebs WA e e hvm

AMI ID: ami-058998¢5dcaf90365 @® %
Detalls | storage | Tags

AMID Image type Platform detals Root device type

J——— machine Unus/uNix eBs

AMiname Owner account. o Architecture

Endpoint Protector 5.5.0.0 Virtual Applance 902410753680 28664

status source Virtalzation type
© nvalable 5 o — S fm

Kernel D

lr 21 2022 11:22:45 GMT+0200 (South Africa Standard Time)

Block devices Description Produ

RAM disk ID

T — T ——

© n x  Amazon Machine Images (AMIs) (1/1) o [[C][ & recyctesin | [ &2 £cz image suitder | [ Actions v

\ e © amie@ @ zonsosi vz o s T

Request Spot Instances =

AMI ID: ami-058998¢5dcaf90365 ® x
Manage tags

Deregister AMI

Launch Templates Dewals | storage | Tags
AMITD e Platform details Root device type
o S i P Linux/unx €8s
Register n re-backed AMI
eglster nstance store-backed AMI g Architecture
55,00 Virtual Appliance @ 502410753680 X86.64

@ vallab " - -
state reason
AMICatalog - - Mon Mar 212022 11:22:45 GMT+0200 (South Africa Standard Time)
Block devices

Product codes RAM disk ID
v Elastic Block Store

Deprecation time
Lifecycle Manager

¥ Network & Securlty

4. Enter the Name and Create tags as per your policies;
5. Select an Instance Type;

Note: For help in selecting the instance type that best fits your needs, contact
support@endpointprotector.com.

6. Select an available key pair or create a new key pair;
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If you select to use a key pair you might have to share it with our Support Team for support
requests. In this case, ensure it is used only for this instance. We would recommend selecting
the option Proceed without a Key Pair and then click Launch Instances.

aws [o}

i3 Services

@ Resource Groups & Tag Editor & 1AM

® You've been opted into the new launch experience. Find out more about this experience or send us feedback. You can still return to the previous version by opting-out.

EC2 Instances Launch an instance v summary

La un Ch an instance e Number of instances info
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

1

Software Image (AMI)

Name and tags info [Copied ami-0db37fefb83e6af66 ...read more
ami-058998¢5dcaf90365

Name Virtual server type (instance type)

My_Epp_Appliance Add additional tags t2.medium

Firewall (security group)

New security group

v Application and OS Images (Amazon Machine Image) info Storage (volumes)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don’t see what you are looking for below

1 volume(s) - 100 GiB

@ Free tier: In your first year includes 750 X
Q hours of t2.micro (or t3.micro in the
Regions in which t2.micro is unavailable)
instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
10s, 1 GB of snapshots, and 100 GB of

AMI from catalog Recents My AMIs Quick Start
bandwidth to the internet

Amazon Machine Image (AMI) Q

Endpoint Protector 5.5.0.0 Virtual Appliance Browse more AMIs _
ami-058998¢5dcaf90365 Cancel LDl
Including AMIs from
AWS, Marketplace and
the Community

Published Architecture Virtualization Root device ENA Enabled
2022-03- X86_64 hvm type Yes
21709:22:45.0 ebs

00z

v Instance type info

Instance type

t2.medium Compare instance types
Family:t2 2vCPU 4 GiB Memory v

On-Demand Linux pricing: 0.0464 USD per Hour

On-Demand Windows pricing: 0.0644 USD per Hour

v Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

Proceed without a key pair (Not recommended) Default value ¥ C Create new key pair
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7. Configure the Network section:

v Network settings

Network

e ey e -

Subnet

P e L E [ o B

Auto-assign public IP
Enable

Security groups (Firewall) info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

We'll create a new security group called 'launch-wizard-7' with the following rules:

Allow SSH traffic from

) Anywhere
Helps you connect to your instance

0.0.0.0/0

Allow HTTPs traffic from the internet

To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

8. Edit Network Section and provide the following information:
e Select a VPC and a Subnet
e Enable the Auto-assign public IP
e Select Create security group and then provide a name and description
e Remove the existing Inbound rules
e Add two new Inbound security group rules:

0 Type HTTPS, Protocol TCP, Port range 443, Source type Custom, Source
0.0.0.0/0 (mandatory)

0 Type HTTP, Protocol TCP, Port range 80, Source type Custom, Source
0.0.0.0/0 (optional)
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v Network settings

VPC - required info

— Bl (default) C
Subnet info
‘ - —— v ‘ C (Create new subnet

&z

Auto-assign public IP info

‘ Enable v ‘

Firewall (security groups) info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ’ ‘ () Select existing security group ‘

Security group name - required

‘ My EPP Appliance ‘

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/(}#,@[]+=&;{}!$*

Description - required Info

‘ My EPP Security Group ‘

Inbound security groups rules

¥ Security group rule 1 (TCP, 443, 0.0.0.0/0, HTTPS)

Type Info Protocol info Port range info

| HTTPS v| T 443

Source type Info Source Info Description - optional info

‘ Custom v ‘ ‘ Q. Add CIDR, prefix list or securit) ‘ ‘ HTTPS ‘

¥ Security group rule 2 (TCP, 80, 0.0.0.0/0, HTTP)

Type Info Protocol info Port range info

HTTP v| T 80

Source type info Source Info Description - optional info
‘ Custom v ‘ ‘ Q. Add CIDR, prefix list or securit) ‘ ‘ HTTP

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

Add security group rule
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9. The Storage section does not require any changes;

v Configure storage info Advanced

1x | 100 ‘ GIiB ‘ gp2 v | Rootvolume

(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

0 x File systems Edit

10. On the Summary section click Launch Instance;
v Summary

Number of instances info

1

Software Image (AMI)

Vg o (s Wi Bt i read more
e b mbad e -

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 100 GIiB

@ Free tier: In your first year includes 750 X
hours of t2.micro (or t3.micro in the
Regions in which t2.micro is unavailable)
instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
10s, 1 GB of snapshots, and 100 GB of
bandwidth to the internet

Cancel Launch instance

11. Wait for the instance to start - this might take a few minutes while the Status Checks
appear as Initializing.

8 | Endpoint Protector | Cloud Services User Manual



CoSoSys Confidential. Copyright © 2004 — 2022 CoSoSys SRL and its licensors. All rights reserved.

& Tag Edtor B 1AM

© new nce 5 Instances (1/1) o [C ][ connect | [nstance state v | [ actions v_| [T IR0
a 1> @
£C2 Dashboard
Name = My_Epp_Appliance | X Clear filters
EC2 Global View R e e
Events Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v PubliclPv4.. v  ElasticlP v 1PV6 IPS
Tags My_Epp_Appliance © Rruning @@ t2.medium @ Initializing Noalarms +  us-east-lc ot . - mre - -
umits
 nstances
nstances Instance: HISIISL BBALE0EH (My_Epp_Appliance) h
Instance Types
Launch Templates Detalls | Securty | Networking | Storage | Statuschecks | Monitoring | Tags
Spot Requests
¥ Instance summary o
Savings Plans
Instance D Public IPva address Prvate 1Pud addresses
Reserved Instances
L L Bt W, b A 5 4 open address [
Dedicated Hosts
Scheduled Instances 1PYG adiress nstance state Publc IPva DN
Capacity Reservations - ©Running - e g s | open address 4
v Images. Hostname type Private IP DNS name (IPv4 only) Answer private resource DNS name
AMIs 1P name: g o — a = 1Pva (A)
AMI Catalog
Instance type Elastic P addresses Auto-assigned IP address
¥ Elastic Block Store 2.medium - - ' -

2.2.1.  Request an Elastic IP

This step is required so the Endpoint Protector Clients can communicate with the same IP
Address in case of an instance restart. Without an Elastic IP (Static IP) the instance will assign
a new IP address every time it is restarted and the Endpoint Protector Clients have to be
reinstalled.

Torequest an Elastic IP, go in the AWS Management Console to the option Network & Security,
Elastic IPs, and click Allocate New Address.

@ Resource Groups & Tag Editor &1 IAM

EG2 Elastic IP addresses Allocate Elastic IP address

Allocate Elastic IP address ..«

Elastic IP address settings info

Network Border Group Info

Q us-east-1 X

Public IPv4 address pool
© Amazon's pool of IPv4 addresses

Learn more[4
Learn more[4

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn morcm

Create accelerator [

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add up to 50 more tag
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1. Associate the Elastic IP with your Endpoint Protector Instance.

aws

£52 Services

@ New EC2 Experience
Tell us what you think

@] Resource Groups & Tag Editor & 1AM

@© Elastic IP address allocated successfully.
Elastic IP address 18.204.166.50

B & O

Associate this Elastic IP address X

EC2 Dashboard
EC2 Global View Elastic IP addresses (1/1) Allocate Elastic IP address
Events a View details ) ®
Tags Release Elastic IP addresses
‘ Public IPv4 address: 8 i ‘ Clear filters
Limits Associate Elastic IP address
v Instances Name v Allocated IPv4 add... ¥ v Allocation ID v Associated
Update reverse DNS
Instances ‘ - - g —— - - -
Instance Types
Launch Templates
Spot Requests
Savings Plans EE @
Reserved Instances 18.204.166.50
Dedicated Hosts
Summary Tags
Scheduled Instances
Capacity Reservations
v Images Summary
AMIs
Allocated IPv4 address Type Allocation ID Reverse DNS record
AMI Catalog
§ [ T @ Public IP [ s D -
v Elastic Block St
astic Block store Association ID Scope Assoclated Instance ID Private IP address
Volumes - VPC - -
Snapshots »
Network interface ID Network interface owner account ID Public DNS NAT Gateway ID
Lifecycle Manager » _ _ _ _
v Network & Security Address pool Network Border Group
Security Groups Amazon @ us-east-1

2. Select the Endpoint Protector Instance from the dropdown list, the Private IP
address, and then click Associate;

N. Virginia v

GE i & O

@ Resource Groups & Tag Editor & 1AM

EC2 Elastic IP addresses Associate Elastic IP address

Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address ( # L")
Elastic IP address: "B.304 FAL AN

Resource type
Choose the type of resource with which to associate the Elastic IP address.

© Instance
Network interface

/\ If you associate an Elastic IP address to an instance that already has an Elastic IP address associated, this
previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more[7

Instance

Q winieiid

Ly = X

Private IP address
The private IP address with which to associate the Elastic IP address.

Q .a X

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

The Elastic IP is now associated with your Endpoint Protector Instance. After a few minutes,
the Endpoint Protector Instance will be running associated with the Elastic IP.
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2.2.2. Secure your Instance

We recommend further securing your Instance by making all possible settings in the AWS
Interface under the option Security Groups.
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3.Google Cloud-Platform

3.1. Obtain the Endpoint Protector GCP image

Endpoint Protector is not available from the default images on the Google Cloud Platform.
To obtain it, you will need to follow the process hereby described.

Note: This part of the process is similar to uploading any other custom image in the Console.

3.2. Download the image

The Endpoint Protector image can be downloaded from the link provided by your Endpoint
Protector Representative. If this image has already been obtained, you can skip this step.

3.3. Create a bucket

To upload the Endpoint Protector image to the Google Cloud Platform, create a bucket:

1. On the Google Cloud Platform Console, go to the Cloud Storage Browser page and
click Create bucket;

= Google Cloud Platform & EPPTest v | Q search Products, resources, docs (/)

B8 Cloud Storage Browser WOELETE (! REFRESH [E)HELP ASSISTANT  SHOW INFO PANEL
@  Browser T Filter Filter buckets (%] m
O neme 1 Created Location type Location Defautt storage class @ Lastmodited @ Public acoess @ Access control @ Protection @ it
- Monterra O  endpointprotectorsson Feb28,2022,1027:58AM  Region europe.central..  Standard Feb26,2022,1027:58 AM Nt public Uniform None N
& setings O eppseoo Mar 22,2021, 11:0932AM  Multiegion eu(multiplere..  Standard Mar22,2021,11:09:32 AM Nt public Uniform None N
O  epptestaa Nov 14,2018, 4:27:21 PM Multi-region eu (multiple re. Multi-regional Nov 14,2018, 4:27:21 PM Subject to object ACLs  Fine-grained None Ned
O epeséoo Sep13,2021, 147.50PM  Multiregion eu(multiplere..  Standard 5ep13,2021,1:4750PM ot public Uniform None NCE
O  eppS500-bucket Mar 1,202, 9:40:36 AM Region europe-central sStandard Mar 1, 2022, 9:40:36 AM Not public Uniform None NeE

W Marketplace

[ ReleaseNotes

a

2. To create a bucket, provide the following information and then click Create:

e Name — add a name for the bucket
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e Storage — select the standard storage class

e Location — select a location to store the image

= Google Cloud Platform 2 EPPTest ~

B3 Cloud Storage & Create a bucket [EIHELP ASSISTANT I
@  srowser
© Name your bucket Good to know
@il Monitoring Pick a globally unique, permanent name. Naming quidelines B Location pricing
& settings Storage rates vary depending onthe storage class of your data and location
[ endpomtprotectomucketest of your bucket. Pricing details
Tip: Dont ncl five informatn Current configuration: Multregion / Standard
 LABELS (OPTIONAL) ttem cost
us (multple regions in United States) $0.026 per GB-month
CONTINUE

ESTIMATE YOUR MONTHLY COST

Choose where to store your data
Location:us (mutiple regions n United States)
Location type: Multregion

Choose a default storage class for your data

Default storage class: Standard

Choose how to control access to objects

Public access prevention: Off
Access control: Uniform

Choose how to protect object data
Protection tools:None
Data encryption: Google-managed key

CANCEL

W Marketplace

B ReleaseNotes

<

3. On the newly created Bucket details page, click Upload files and select the Endpoint
Protector image file received from Endpoint Protector.

Note: Depending on the size of the compressed image and the speed of the network
connection, the upload can take several hours.

= Google Cloud Platform

B3 Cloud Storage & Bucket details CREFRESH  [E) HELP ASSISTANT @1 LEARN
@  Browser .
endpointprotectorbucket-test
@i Monitoring Location Storage class  Public access  Protection
- us (multiple regions in United States)  Standard Not public None
Settings
OBJECTS CONFIGURATION PERMISSIONS PROTECTION UIFECYCLE

Buckets > endpointprotectorbuckettest Il

UPLOAD FOLDER ~ CREATEFOLDER  MANAGEHOLDS ~ DOWNLOAD  DELETE

Filter by name prefixonly v = Filter Filter objec

W showdeleteddata 1Nl

0O Neme Size Type Created @ Storage class Last modified Public access @ Version history @ Encryption @ Retention expiration date @ Holds @

No fows to display

W Maretplace

[  ReleaseNotes

Your bucket is ready. Just add data.
L Deop iles and. hution To.move alot of data from
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3.4.

Import the image to the custom image list

After the Endpoint Protector image has been uploaded to Google Cloud Storage, import the

custom image list.

1. Onthe Google Cloud Platform Console, go to the Image page and click Create image;

EPPTest v

Google Cloud Platform Q Search Product:

C REFRESH W DELETE

ﬁ} Compute Engine Images [E) HELP ASSISTANT

Virtual machines ~ Animage is a replica of a disk that contains the applications and operating system
needed to start a VM. You can create custom images or use public images pre-

B VMinstances configured with Linux or Windows OSes. Learn more

[ instance templates

SHOW INFO PANEL

IMAGES IMAGE IMPORT HISTORY IMAGE EXPORT HISTORY
le-tenant n
B Soletenant nodes = Filter  Enter y name or value ) D Show deprecated images
B Machineimages O stus Name Location Archive size @ Disksize  Createdby Family Greation time Actions
R TPUS 0O e endpointprotector-5400 eu 18568 10068 eppest-211209 Sep 13,2021, 1:57:38 PM UTC+03:00 H
0O e endpointprotector5500 europeccentral2  2.37GB 10068 epp-test211209 Mar 1,20
B Committed use discounts N . R
0O e epp-5300 eu 21768 10068 eppest211209 Mar 22,2021, 11 :
Q Migrate for Compute Engl. 0O e epps207 e 1.83 68 320GE  epptest211209 Jan 21,2020,11:24: :
0O e epps209 eu 15768 10068 eppest211209 Jan 20,2021, 32524 PM UTG+02:00 :
Storage ~
0O e c0-deeplearning-common-cpu-v20220316-debian-10 - Debian common-cpu-debian-10 Mar 17, 7:47:00 PM UTC+02:00 H
g oisks 0O e deepl deb - Debian common-digpu-debian10  Mar 17,2022, 8:56:40 PM UTG#02:00 1
Snapshots 0O e c1-deeplearning t£1-15-cu110-/20220316-debian-10 asia, eu, us - Debian 1115.gpu-debian-10 Mar 17,2022, 9:38:01 PM UTG+02:00 H
c1-deeplearning-tf-1-15-tpu-v20220316-debian-10 asia, eu, s - Debian 5-tpu-debian-10 Mar 17,2022, 9:25:44 PM UTC402:00 H
5] -
[l images
0O e cl-deeplearningf-2-1-cu110-v20220316-debian-10 asia, eu, s - Debian 1-2-1-gpu-debian-10 Mar 17, 2022, 10:30:09 PM UTC+02:00 H
Instance groups ~ 0O o c1-deepleamning-1f-2-1-tpu-v20220316-debian-10 asia, eu, us - Debian -tpu-debian-10 0:07:07 PM UTC+02:00
& Instance growps 0o e c1-deeplearning-t£.2:3-cu110-v20220316-debian-10 asia, eu, us - Debian u-debian10 7,202, 10:48:05 PM UTC+02.00 :
0O e c1-deeplearning-1f-2-3-tpu-v20220316-debian-10 asia, eu, us - Debian -tpu-debian-10 Mar 17,2022, 10:38:17 PM UTC+02:00 H
B Health checks .
c1-deeplearning 1£-2:6-cu110-v ~debian- asia, eu, us - ebian 15:2:6-gpu-debian- ar 18, 2022 200 :
o e 1-deepl 1f:2-6-cu110-v20220316-debian-10 Det 1F:2:6-gpu-debian-10 Mar 18,2022, UTC+02:00 H
VM Manager ~ 0O o c1-deeplearning-tf-2-6-tpu-v20220316-debian-10 asia, eu, us - Debian tf-2-6-tpu-debian-10 Mar 18,2022, 12: M UTC+02:00 H
0O e cl-deeplearningtf-2-7-cu113-v20211219-debian-10 U, us - Debian -gpu-debian-10 Dec 21,2021, 1:56:47 AM UTC#02:00 H
5 0Spatch management
0O e c1-deeplearning-tf-2-7-tpu-v20211219-debian-10 asia, eu, us - Debian -tpu-debian-10 Dec 21,2021, 12:43:02 AM UTC+02:00 H
W Marketplace 0O e cl-deeplearningtf-2-8-cu113-v20220316-debian-10 asia, eu, us - Debian 1-2-8-gpu-debian-10 Mar 18, 2022, 2:06:15 AM UTC+02:00 H
0O e c1-deeplearning-tf-2-8-1pu-v20220316-debian-10 asia, eu, us - Debia t-2-8-tpu-debian-10 Mar 18,2022, 1:20:09 AM UTC+02:00
§  ReleaseNotes 0 e asia, eu,us - Debian Pytorch-1-10-gpu-deblan-10  Feb 28,2022, 11:51:12 PM UTC+02:00 H
0O e deepl pytorch-1-10-1! debi asia, eu, us - 5068 pytorch-1-10-+ia-debian-10  Feb 28,2022, 10:30:19 PM UTG+02:00 H
a
[m ) deepl pytorch-1-11-cu113-v20220316-debi 3sia, eu, us. — 5068 pytorch-1-11-gpu-debian-10___Mar 19, 2022, 1:23:04 AM UTC+02:00

1 LEARN

2. To create the image, provide the following information and then click Create:
e Name - add a name for the image

Source - select Cloud Storage file

Cloud Storage file — upload the Endpoint Protector image file

Location — select Multi-regional

e Encryption - select Google-managed encryption key

Note: The process can take several minutes depending on the size of the boot disk image.

Q Search Products, resource:

Google Cloud Platform

{e} Compute Engine & Create animage

 Name*
‘ eppimage o ‘

Name is permanent

Virtual machines ~

Your free trial credit will be used for this image. GCP Free Tier

B VMinstances

[ instance templates Source *

‘ Cloud Storage file

B soletenantnodes

B Machine images

0 srowse |

ce must use the targz extension and the file inside the archive must be

R TPUS raw. Leam more

E&  Committed use discounts
Location @
Q Migrate for Compute Engi.
@ Multi-regional

Storage ~ O Regional
[
‘ eu (multiple regions in European Union) - ‘
Snapshots
B oz ‘ Family o ‘
Instance groups ~
Description
& instance groups
4
@& Healthchecks
Labels
VM Manager ~
+ ADD LABEL
5 05 patch management
Encryption

Datas encrypted automatically.

¥ verketpiace elect an encryption key management solution
@ Googlemanaged encryption key

B reessenotss No configuration required

B () Customer-managed encryption key (CMEK)

CANCEL  EQUIVALENT COMMANDLINE  ~
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3.5. Create an Endpoint Protector VM Instance

After the Endpoint Protector Image is available in the Google Cloud Platform images list, create
a Virtual Machine Instance:

1. Inthe Google Cloud Platform Console, go to the VM Instances page and click Create

.
instance;

= Google Cloud Platform & EPPTest v Q Search Products, resources, docs (/) H
{e} Compute Engine VM instances A CREATE INSTANCE & IMPORTVM (! REFRESH P START/ RESUME W STOP 10 SUSPEND T RESET i @ OPERATIONS ~ [E) HELP ASSISTANT ~ SHOW INFOPANEL ) LEARN
Virtual machines ~

INSTANCES INSTANCE SCHEDULE
B Minstances

VMinstances are higl 9 machines for running on Google

B instance templates infrastructure. Learn more
B Soletenant nodes

= Filter  Enter property name or value o m

hin

B Machinelmages 0O staws Name 4 Zone Recommendations Extemal 1P Connect
R TPUS 0o o SSH

O o 35.187.75.199 14 (nic0) SsH |~
BB Committed use discounts

O o ssH
Q Migrate for Compute Engi. o o o
Storage ~ 0o o endp -

0O e epp5500 10.186.0.5 (nico) 3411848904 (nicQ ssH ~
O oisks

Related actions

Snapshots v sHow

Bl Images

Instance groups ~
@ Instance groups
@ Health checks

VM Manager ~
(5 0Spatch management
W Marketplace

@  ReleaseNotes

2. Inthe Boot disk section, click Change to begin configuring your boot disk and on the
Custom Images tab, fill in the following:

e Image - select the image you imported
e Boot disk type - select Standard persistent disk
e Size — add a size larger than the Endpoint Protector image size received

Click Select to confirm the boot disk configuration.
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Boot disk X

Select an image or snapshot to create a boot disk; o attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions in Marketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS EXISTING DISKS

Show images from: *
[ EPP Test

SELECT A PROJECT ]

[J show deprecated images

Image *

[ endpointprotector5500 v ]
Boot disk type * Size (GB) *

[ Standard persistent disk v ] [ 100 ]

vV SHOW ADVANCED CONFIGURATION

CANCEL

3. Onthe Firewall section, select Allow HTTP traffic and Allow HTTPS traffic, and then

&

click Create.

Google Cloud Platform & EPPTest v

Create an instance

To create a VM instance, select one of the options:

2]

e

New VM instance
Create a single VM instance from scratch

New VM instance from template
Create a single VM instance from an existing
template

New VM instance from machine image
Create a single VM instance from an existing
machine image

Marketplace
Deploy a ready-to-go solution onto a VM instance

Q Search Products,

Boot disk @

Name endpointprotector-vm

Type New standard persistent disk

Size 100GB

Image endpointprotector5500
CHANGE

Identity and APl access @

Service accounts @

[ Compute Engine default service account -

Requires the Service Account User role (foles/iam serviceAccountUser) to be set for users
‘who want to access VMs with this service account. Learn more

Access scopes @

@© Allow default access

O Allow full access to all Cloud APIs

O setaccess for each API

Firewall @

Add tags and firewall rules to allow specific network traffic from the Interet
Allow HTTP traffic

Allow HTTPS traffic

V' NETWORKING, DISKS, SECURITY, MANAGEMENT, SOLE-TENANCY

Your free trial credit will be used for this VM instance. GCP Free Tier

CANCEL ~ EQUIVALENT COMMAND LINE ~ ~

[E) HELP ASSISTANT

Monthly estimate

$28.46
That's about $0.04 hourly

Pay for what you use: No upfront costs and per second billing

ttem Monthy estimate
2VCPU + 4 GB memory $24.46
100 GB standard persistent $4.00
disk
Sustained use discount -$0.00
Total $28.46

Compute Engine pricing

A LESS

3.6. Request a Static IP

You will need to request a static IP so the Endpoint Protector Clients can communicate with
the same IP Address in case of an instance restart.
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Without a Static IP (Elastic IP) the instance will assign a new IP address every time it is
restarted and the Endpoint Protector Clients have to be reinstalled.

To request a Static IP, go to IP addresses and select the External IP addresses tab.

Google Cloud Platform

[ search Products, resources, docs (/)

e EPPTest v

n VPG network

&/ VPCnetworks
[§ IPaddresses
&  Bring your own IP
Firewall
Routes

VPC network peering

Shared VPC

RESERVE EXTERNAL STATIC ADDRESS RELEASE STATIC ADDRESS SHOW INFO PANEL

EXTERNAL IP ADDRESSES

IP addresses C REFRESH

IPV6 ADDRESSES

AL INTERNAL IP ADDRESSES IPV4 ADDRESSES
= Filter Entery orva o | =
O  Nem 1P address. Access type Region Tye b Version Inuse by ‘Subnetwork VPC Network Network Tier @ Labels

O ewps2ovstatioip 18775199 Bdemal  cuopees 0 st e Premium cHANGE

o - 118.4.89 Ext europe- Ephemeral Pua entral2 default default RESERVE

3.7. Create Firewall rules

To create a Firewall rule, on the Google Cloud Platform Console, follow these steps:

1.

Go to the Firewall page and select default-allow-ssh;

Google Cloud Platform & EPPTest v

VPC network

VPC networks

IP addresses

e o u I

Bring your own IP

B8 Firewall

N Routes

4 VPC network peering
D4 Shared VPC

3 Serverless VPC access

it Packet mirroring

| search Products, resources, docs (/)

Firewall CREATE FIREWALL RULE C REFRESH = CONFIGURE LOGS @ DELETE
Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more
Note: App Engine firewalls are managed in the App Engine Firewall rules section 3
= Filter Enter property name or value (%] m
O Name Type Targets Filters Protocols /ports  Action Priority  Network 4 Logs Hitcout @  Lasthit @ Insights
O  default-allow-http Ingress http-servel IP ranges: 0.0.0.0/0 tcp:80 Allow 000 default off - -
O  default-allow-https Ingress https-server IP ranges: 0.0.0.0/0 tcpid43 Allow 000 default off - -
O  defaultaliowicmp Ingress Applytoall IP ranges: 0.0.0.0/0 icmp Allow 65534 default off - -
O  defauttallowdintemal  Ingress Applytoall 1P ranges: 10.128.0.0/9  tcp:0-65535 Allow 65534 default off - -
udp:0-65535
icmp
O  defaut-allowrdp Ingress Applytoall IP ranges: 0.0.0.0/0 tcp:3389 Allow 65534 default off - -
O  defaultallow-ssh Ingress Applytoall IP ranges: 0.0.0.0/0 tep:64848 Allow 65534 default off - -

2. Click Edit and on the Protocols and ports section provide the following information:

select Specified protocols and ports

check the tep box and enter 64848

17 | Endpoint Protector | Cloud Services User Manual




CoSoSys Confidential. Copyright © 2004 — 2022 CoSoSys SRL and its licensors. All rights reserved.

Google Cloud Platform

VPC network & Firewall rule details W DELETE

VPe networke default-allow-ssh

1P addresses ipti
Allow SSH from anywhere

Bring your own IP

Firewall Logs
Turning on firewall logs can gener rge number of logs which can increase costs in Cloud
Logging. Learn more

O on

VPC network peering O off

Routes

Shared VPC Network
default

& X 2 s« @ e nn I

Serverless VPC access

Priority *
[ 65534 CHECK PRIORITY OF OTHER FIREWALLRULES @

Wik Packet mirroring

Pr canbe 0-65535

Direction
Ingress

Action on match
Allow

Target:

[ All instances in the network - ]

Source filter

[ IPv4 ranges - @ ]

Source IPv4 ranges *
[ 0.0.0.0/0 @ for example, 0.0.0.0/0,192

d filter
[ None v @ ]

Protocols and ports @

O Allowall

@ Specified protocols and ports

top: 64843

Dudp: =
[[] other protocols

protocols, comma se;

2.g.3h sctp

<1
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4. Azure

4.1. Obtain the Endpoint Protector Azure VM

Endpoint Protector is not generally available in the Azure Marketplace. To have access to the
Virtual Machine, contact your Endpoint Protector Representative and provide information such
as the access keys to a Container specifically created for the Endpoint Protector Virtual
Machine.

Note: We will upload the Endpoint Protector Virtual Machine to your Container as soon as
possible. Once this step is done, we advise regenerating the access key.

4.2. Create the Storage Account and Container

This part of the process is similar to creating any other Storage Account and Container on
Azure. If you are already familiar with it or have created a dedicated Container already, proceed
to the next step.

To obtain the Azure Endpoint Protector Virtual Machine, you need to create a dedicated
Storage account / Container, following these steps:

1. Open the Azure portal;

2. Go to Storage accounts and click +Create;
3. To create a storage account, provide the following information:

e Subscription — select Pay-As-You-Go
e Resource group — select a group from the available list or create a new one
e Storage account name — add a name for the storage account

e Region - select the nearest the location of the computers that will be protected by
Endpoint Protector

e Performance - select Standard performance
e Redundancy - select Locally-redundant storage (LRS)
4. Click Review + create;
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P Search resources, services, and docs (G+/)

NS Home > Storage accounts >

e Create a storage account
ﬁ‘ Home
Eil Dashboard Basics  Advanced Networking Data protection Encryption

All services

% FAVORITES

Ba8 All resources

Project details

[+4) Resource groups

‘3 App Services manage your storage account

& SQL databases
@ Subscription *

‘T Azure Cosmos DB

K3 virtual machines " Resource group *

‘3} Load balancers
= Storage accounts

4> Virtual networks B
Instance details
» Azure Active Directory

™ Monitor If you need to create a legacy

@ Advisor Storage account name (© *

@ Microsoft Defender for

Cloud Region @ *

a Help + support
® *

& Cost Management + Billing performance ©

Redundancy © *

Review + create

together with other resources.

Tags

Review + create

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and

‘ Pay-As-You-Go

v

| (New) EndpointProtectorRG

Create new

storage account type, please click here,

‘ eppcososys

‘ (Europe) West Europe

v

@) Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

| Locally-redundant storage (LRS)

< Previous

Next : Advanced > ‘

Go to Containers and click +Container;

Go to Storage accounts and click the newly created account;

Give the container the same name as you did to the storage account and for the Public

access level select Container (anonymous read access for containers and blobs);

osoft Azure P search resources, services, and docs (G+/)

€ Home > eppcososys_1652253824932 >

1 Create a resource

= eppcososys =
A Home -

Storage account

Edl Dashboard P Search (Ctrl+/) « T Upload = OpeninExplorer [i] Delete —> Move v
=
= All services = overview 4 A Essentials
L3 s @ Activity log Resource group (move) : EndpointProtectorRG
B8 All resources ® T Location West Europe
2 Subscription (move) Pay-As-You-Go
() Resource groups & Diagnose and solve problems " ’
® Subscription ID : 300ced05-744f-4c0e-8d2a-da3fb6ac34f3
App Services % Access Control (1AM)
- Disk state Available
& s databases & Data migration
€ Apure Cosmos DB e Tags (edit) Click here to add tags
I3 virtual machines B Storage browser (preview) Properties  Monitoring  Capabilities (7)
€» Load balancers
= Data storage Blob service
= storage accounts -
= Containers Hierarchical namespace Disabled
4> Virtual networks
& File shares Default access tier Hot
% Azure Active Directory
00 Queues Blob public access Enabled
© Monitor a— Blob soft delete Enabled (7
@ advisor Container soft delete

©Q Microsoft Defender for Security + networking

& Networking
2
4a Help + support & Azure CDN

& Cost Management + Billing Access keys
@ shared access signature
& Encryption

Q Security
Data management
® Geo-replication

@ Data protection . om

Enabled (7 days)

Versioning Disabled
Change feed Disabled
NFSv3 Disabled
Allow cross-tenant replication Enabled
File service

Large file share Disabled

Active Directory Not configured

Soft delete Enabled (7 days)
Share capacity 5Ti8
Queue service

Recommendations

O Refresh

Mobile

Tutorials

A7 Feedback

Developer Tools

performance

: Standard

Replication : Locally-redundant storage (LRS)

Accountkind  : StorageV2 (general purpose v2)

Provisioning state : Succeeded

Created + 5/11/2022, 10:23:51 AM
£ Security
Require secure transfer for REST AP Enabled
operations
Storage account key access Enabled
Minimum TLS version Version 12
Infrastructure encryption Disabled
@® Networking
Allow access from All networks

Number of private endpoint connections 0
Network routing Microsoft network routing
Access for trusted Microsoft services Yes

Endpoint type Standard
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7. Select the container you created, and then click Shared access tokens.

Important: Make sure you are creating a token on the container level, not the storage
account!

8. Configure the SAS token with Create, Write and Add Permissions with a 5-day window
to allow the CoSoSys team to copy the image;

nnnnnnnn

A shared access signature (SAS) is a URI that grants restricted access to an Azure Storage container. Use it when you want to grant access to storage account resources for a specific time range without sharing your storage account key. Learn more about creating an account SAS

Signing method

@ Accountkey O User delegation key
2 Disgnose and solve problems

Signing key ©

Key 1 ~

. Access Control (1AM)

Settings

Stored access policy

@ shared access tokens
Access policy

11! Properties

O Metadata Start and expiry date/time ©

Start

[Los/o6/2022

EIlEEEr ]

[[C+0200) Herare, Pretoria

]

Expiry

Loz

EIlEEE )

[[wrc+0200) Harare, Pretoria

V]

Allowed
for example, 168.1.5.65 or 168.1.5.65-168.1.

Allowed protocols ©
@® HTTPSonly (O HTTPS and HITP

Generate SAS token and URL

Blob SAS token (@

[F e e P r e A R P e e A = A e AR AL e e e e Q|

Blob SAS URL
[

T T A T T LT T A FLTE T i e S Per em S e e e e 0]

9. Copy the Blob SAS URL and send it to CoSoSys.

Note: CoSoSys will copy the Endpoint Protector Virtual Machine to your storage account and
notify you when the process is over.
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4.3. Create the disk

Before starting the Endpoint Protector Virtual Machine, you have to prepare a disk and a Virtual
Machine.

To create a disk, follow these steps.

1. From the top right side of the page, go to All resources and click +Create;

A oo oo s ()

€ Home >
~I~ Create a resource A” resources e
A Home Default Directory
Al pashboard 35 Manageview v (O Refresh L ExporttoCSV 5 Open query D A 0
= Al sevices
Filter for any field... Subscription == all Resourcegroup ==all X  Type==all X  Location==all X Ty Add filter
% FAVORITES
Al resources © () Unsecure resources No grouping
[14) Resource groups
[ Name Type T Resource group Ty Location Ty Subscription Ty
@ App services
By Om Snapshot West5207 West Europe Pay-As-You-Go
& sQL databases
On Public IP address epps5207 France Central Pay-As-You-Go
' Azure Cosmos DB
Ow Network security group epps5207 France Central Pay-As-You-Go
3 virtual machines
Os Regular Network Interface epps207 France Central Pay-As-You-Go
<% Load balancers
_ Om Disk EPP5400 France Central Pay-As-You-Go
= Storage accounts
(mf Regular Network Interface azuread Central US Pay-As-You-Go
4> Virtual networks.
Om Regular Network Interface azuread Central US Pay-As-You-Go
» Azure Active Directory
O Load balancer azuread Central US Pay-As-You-Go
) Monitor
Om Public IP address azuread Central US Pay-As-You-Go
® Advisor
Ow Network security group azuread Central US Pay-As-You-Go
© Microsoft Defender for
Cloud O SSH key azuread Central US Pay-As-You-Go
& Help + support Om Snapshot West5207 West Europe Pay-As-You-Go
@ Cost Management + Billing O= Snapshot West5207 West Europe Pay-As-You-Go
O Virtual network azuread Central US Pay-As-You-Go
O Virtual network azuread EastUS Pay-As-You-Go
o= Storage account azuread Central US Pay-As-You-Go
O Storage account azuread EastUS Pay-As-You-Go
[ Azure AD Domain Services ariread Central LS Pav-Be-Von-Go
2. S h the marketpl forM d Disks;
. earc € marketplace 1or Mianage ISKS;
2R e e oo M oo (&2
€ Home > All resources >
R Create a resource
A Home
Edl Dashboard — - y
Get Started [,2_managed dis{ <] | #” Getting started? Try our Quickstart center

Al services

* FAVORITES

&8 All resources

(4 Resource groups Al + Machine Learning g

@ App services Analytics Kubernetes Service Ubuntu Server 20.04 LTS

@ sql databases Slockehain E Create | Docs | MS Leamn Create | Learn more

©/ Azure Cosmos DB Compute Azure Cosmos DB n Windows 10 Pro, version 20H2
A virtual machines Containers Create | Docs | MS Leamn Create | Learn more

<P Load balancers Databases

Recently created

Categories

Managed Disks

Virtual machine
Create | Learn more

Function App

Popular Marketplace products See more in Marketplace

Windows Server 2019 Datacenter
Create | Learn more

Ubuntu Server 18.04 LTS

mmm Single VM
-

= storage accounts Developer Tools Create | Docs Create | Leam more
4> Virtual networks DevOps
SQL Database Free 100
% Azure Active Directory Identity a Create | Docs | MS Lean #SendGrid  set up + subscribe | Learn more
@ Monitor Integration
Storage account Elastic Cloud - Pay as you Go
Internet of Thi
@ advisor nternet of Things Create | Docs | MS Leam Set up + subscribe | Learn more
© Microsoft Defender for IT & Management Tools
e Media DevOps Starter \ L/ StartStopV2
2 " 0 Create | Docs | MS Learn '@' Create | Learn more
& Help + support Migration RS
& Cost Management + Billing Mixed Reaiity

Monitoring & Diagnostics

Networking

Web App
Create | Docs | MS Leam

-
amp Creste|Leam more

Azure CLI packaged by Bitnami

Security Create | Learn more
Storage

Per 1AM App
Web Create | Leam more

3. Go to Managed Disks and select Create;
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Microsoft Azure

1~ Create a resource
A Home
Edl Dashboard
i= All services

*  FAVORITES
£ All resources
[+4) Resource groups
@ App Services

& sQL databases
© Azure Cosmos DB
K3 virtual machines
{7}’ Load balancers
= Storage accounts

4> Virtual networks

R search resources, services, and docs (G+/)

«

Home > All resources > Create a resource >
Managed Disks =
Microsoft

Managed Disks © 2d o ravorites
Microsoft

% 5.0 (1 Azure ratings)

Plan

|| Managed Disks

~] |

Overview  Plans  Usage Information + Support Reviews

Managed Disks is an abstraction of current Standard and Premium storage disk in Azure Storage. You only need to specify the type (Standard or Premium) and size of disk you
need in your selected Azure region, and Azure will create and manage the Disk accordingly.

See All

More products from Microsoft

» Azure Active Directory
® Monitor
& Advisor

O Microsoft Defender for
Cloud

;’2 Help + support

¢ Cost Management + Billing

Active Directory Health
Check

Microsoft

Azure Service

Assess the risk and health of Active
Directory environments.

AD Replication Status

Microsoft

Azure Service

Identify Active Directory replicat

issues in your enviror

O

Device Update for loT Hub

Microsoft

Azure Service

Securely and Reliably update your
Gevices with Device Update for loT
Hub.

O

Front Door and CDN profiles

Microsoft

Azure Service

Azure Front Door and CDN profiles is
security led, modem cloud CON that
provides static and dynamic content
acceleration, global load balancing

and enhanced security for your apps,

]

Create v Create v v Create v < Create v <

4. To create a managed disk, provide the following information

Subscription - select Pay-As-You-Go
Resource group — select the previously created one
Disk name — add a name for the storage account

Region — select the nearest the location of the computers that will be protected by
Endpoint Protector

Availability Zone
Source type - select Storage Blob
Source subscription - select Pay-As-You-Go

Source blob - enter the URL received from CoSoSys after providing the key and URL
mentioned above.

OS type - select Linux

Security type — select Standard

VM generation — select Generation 1
Size - select 128 GB

5. Click Review + Create and wait for the Successfully created disk message to be
displayed.
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Microsoft Azure R Search resources, services, and docs (G+/)

S Home > All resources > Create a resource > Managed Disks >
Create a resource H
Create a managed disk
‘n‘ Home
Edl Dashboard Project details
ez Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.
% FAVORITES
Subscription* @ | Pay-As-You-Go v ‘
All resources
(+4) Resource groups Resource group* © | EndpointProtectorRG v ]
Create new
@ App Services
& SQL databases Disk details
© Azure Cosmos DB Disk name * @ | eppdisk v ]
K3 virtual machines Region* © | (Europe) West Europe v ‘
@ il i Availability zone I None v ‘
= Storage accounts
Source type @ | Storage blob v ]
4> Virtual networks
L Source subscription © Pay-As-You-Go v
» Azure Active Directory P | v ‘
@ Monitor Source blob * ® | https://west5207storage.blob.core.windows.net/west5207storage/epp5207-25... v/ ‘
Browse
Q Advisor
0S type @ O None (data disk)
0 Microsoft Defender for
Cloud ® tinux
Windows
:'2 Help + support O
¢ cost Management + Billing Security type @ | Standard v
VM generation O (®) Generation 1
O Generation 2
Size* @ 512 GiB
Standard HDD LRS
Change size
[ <previous ] [ NextzEncryption >

4.4. Create the Virtual Machine

To start the Endpoint Protector Virtual Machine in Azure, follow these steps:

1. Go to the All resources page, select the newly created disks and then click Create VM

Do o e e e

€ Home >
- Create a resource e eppdisk  #
A Home Disk
EA) Dashboard [ search (ctr+p ] « + Create snapshot [i] Delete () Refresh
i= Allservices 8 Overview '~ Essentials
K FAVORITES @ Activity log Resource group (move) : EndpointProtectorRG Disk size 512 Gig
Bf Al resources Ba. Access control (AM) Disk state : Unattached Disk sku Standard HDD LRS
[+4) Resource groups @ Tags Location + West Europe Managed by
Subscription (move) i Pay-As-You-Go Operating system : Linux
@ App services v = persting
_ Settings Subscription ID  300ced05-744f-4c0e-8d2a-da3fbbac34fs Max shares 0
SQL databases
& Configuration Time created  5/11/2022, 10:54:35 AM Availability zone  : None
% Azure Cosmos DB
® Size + performance Security type Standard
K3 virtual machines
Encryption Tags (edit : Click here to add tags
€ Load balancers
<> Networking
= storage accounts isk must be attached to a VM to view metrics
3 Disk Export @ Disk must be attached to a VM to view metr
4> Virtual networks .
1l Properties
% Azure Active Directory
£ Locks p
@ Monitor Show data for last: ((hour 6 hours our
Monitoring
& Advisor tering
A Metrics
o ';"’:Wf‘ Defender for Disk Bytes/sec (Throughput) » Disk Operations/sec (IOPS) » Disk QD (Queue Depth)
lou
‘Automation
2 Help + support i 100 100
% Tasks (preview) o 3 %
© Cost Management + Billing ® - -
§ Export template - .
Support + troubleshooting °: ":
R New Support Request e e )
0 ) )
1 1
° °
125m 5o My 11 shv U 125m ohm My 11 sav shu My 11
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2. To create the Virtual Machine, provide the following information:

On the Basics tab, fill in the following:

e Subscription - select Pay-As-You-Go

e Resource group — select the group used when creating the disk

e Virtual Machine Name - enter a name for the Virtual Machine

e Size - select a virtual machine profile based closest to the recommended

requirements for the disk file used

Microsoft Azure P Search resources, services, and docs (G+/)

- Create a resource
ﬁ Home

Edl Dashboard

= All services

% FAVORITES

Ei# All resources

[4) Resource groups
@ App Services

& sqL databases
£ Azure Cosmos DB
K3 virtual machines
‘3’ Load balancers
= Storage accounts

4> Virtual networks

» Azure Active Directory

@ Monitor

Q Advisor

O Microsoft Defender for

Cloud

;‘2 Help + support

¢ Cost Management + Billing

Home > eppdisk >

Create a virtual machine

A Changing Basic options may reset selections you have made. Review all options prior to creating the virtual machine.

Basics  Disks  Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources,

Subscription* © [ Pay-As-You-Go v J

Resource group * (O l EndpointProtectorRG v ]
Create new

Instance details

Virtual machine name * @ [ EndpointProtector \/l

Region @ ‘ Europe) West Europe ‘

Availability options @ [ No infrastructure redundancy required v ]

Security type @ | standard |

Image * O l eppdisk - Gen1 v l

See all images | Configure VM generation

Azure Spot instance @ D
Size* @ l Standard_B2s - 2 vcpus, 4 GiB memory ($35.04/month) v
See all sizes

On the Networking tab, fill in the following:

e Public IP - click Create new and select Basic SKU and Static Assignment.

e Select inbound ports — add HTTP (80) and HTTPS (443)

Click Review + create and then Create.

Note: For Additional Features, we recommend selecting HDD instead of SSD to avoid
unnecessary payments for an unused SSD attached to the Virtual Machine.
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Microsoft Azure R Search resources, services, and docs (G+/)

1~ Create a resource

A Home
E4l Dashboard

All services

* FAVORITES

All resources

) Resource groups
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Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
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Learn more
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3. Once the deployment has finished, go to Virtual Machines on the right side and select
the Endpoint Protector image.
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4. Open a web browser and connect to the Public IP address assigned to the Endpoint
Protector image.
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5. Endpoint/Protector Licensing

Endpoint Protector is a Bring Your License (BYOL) Instance. This means that you are paying
Amazon (AWS) / Google (GCP) / Microsoft (Azure) for running the instance and then importing
the license previously purchased from CoSoSys or any Endpoint Protector Partner.

The price of the Endpoint Protector Licenses with AWS, GCP, or Azure is the same as licensing
the Endpoint Protector Virtual Appliance. To purchase a license please contact your Endpoint
Protector Representative or sales@cososys.com.
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6/ Disclaimer

The information in this document is provided on an “AS IS" basis. To the maximum extent
permitted by law, CoSoSys disclaims all liability, as well as any and all representations and
warranties, whether express or implied, including but not limited to fitness for a particular
purpose, title, non-infringement, merchantability, interoperability, and performance, in relation
to this document. Nothing herein shall be deemed to constitute any warranty, representation,
or commitment in addition to those expressly provided in the terms and conditions that apply
to the customer’s use of Endpoint Protector.

Each Endpoint Protector Server has the default SSH Protocol (22) open for Support
Interventions, and there is one (1) System Account enabled (epproot) protected with a
password. The SSH Service can be disabled at customers’ request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys cannot, and does
not, guarantee that data or devices will not be accessed by unauthorized persons, and
CoSoSys disclaims any warranties to that effect to the fullest extent permitted by law.

© 2004 - 2022 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector, Endpoint Protector Basic
and EasyLock are trademarks of CoSoSys Ltd. All rights reserved. Windows and Azure are registered
trademarks of Microsoft Corporation. Macintosh, Mac 0S X, and macOS are trademarks of Apple
Corporation. AWS and Amazon Web Services are a trademark of Amazon. GCM and Google Cloud
Platform is a trademark of Google. All other names and trademarks are the property of their respective
owners.
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